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International Regulation of Virtual Assets
under FATF’s New Standards

Abstract

This paper aims to critically examine two significant developments for the regulation and
supervision of virtual assets and virtual assets services providers: the amendment of the
Financial Action Task Force (FATF) Recommendation No 15 in October 2018 and the
adoption of an Interpretative Note in June 2019. We argue that new FATF standards
constitute an appropriate response to money laundering and terrorist financing risks
associated with virtual assets, but that they must be followed by firm, consistent and
effective implementation at the national level, in order to reduce the risk of jurisdiction-
shopping by money launderers and terrorism financiers.
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1. The Rise of Virtual Assets and the Associated Money Laundering Risks

The Financial Action Task Force (FATF), the principal international forum and
standard-setting inter-governmental body in the areas of anti-money laundering
and countering the financing of terrorism (AML/CFT), has defined virtual assets
as ‘digital representations of value that can be digitally traded or transferred and
can be used for payment or investment purposes, including digital representations
of value that function as a medium of exchange, a unit of account, and/or a store
of value’(FATF, 2018a; FATF, 2018b).

The FATF definition covers a wide range of assets, the existence and value of
which rely on the use of cryptography and distributed ledger technology (BIS,
2018; Nair, 2019; Dallyn, 2017; Swartz, 2018; Corradi and Hofner, 2018). These
assets fall into three main categories: (a) payment/exchange-type tokens,
including the so-called virtual currencies, such as Bitcoin and Litecoin; (b)
investment/security-type tokens, such as Bankera; and (c) utility-tokens used to
access applications or services (EBA, 2019).

Depending upon the form of crypto-asset, there may be different types of
virtual asset service providers (VASPs) available, such as providers of financial
services for initial coin offerings (ICOs), wallet providers and virtual currency
exchanges. In all these cases, virtual assets are neither issued nor guaranteed by
central banks or public authorities, and they do not constitute claims on central
banks. Thus, they tend to be distinguished from real currency that is designated as
legal tender [1] though the idea of central bank-issued cryptocurrency has been
explored by some central banks, including the Swedish Central Bank in its E-Krona
project (Sveriges Riksbank, 2017; Yanagawa and Yamaoka, 2019).

Despite the risks of investing in ICOs (fraud, market manipulation, operational
resilience, hacks and cyber-attacks, money laundering and terrorist financing) and
the efficiency problems in the cryptocurrencies market (Vidal-Tomas and others,
2019; Rice and Williams, 2019), demand grew in 2018, with a record-breaking
US$15 billion raised in the first semester of 2018, with blockchain platforms being
the most successful investment products [2]. Since then, ICO proceeds have
dropped, but still “at the start of 2020, over 5,100 crypto-assets exist with a total
market capitalization exceeding $250 billion” (European Parliament, 2020).

To deal with the rise of virtual assets and VASPs, three main approaches have
been put forward (FATF, 2014). The first approach places emphasis on the
potential of virtual assets for financial innovation (Burniske and Tatar, 2017; Chiu,
2017); the second stresses the risks associated with the misuse of virtual assets and
their potential to serve as a powerful tool for criminals and terrorist financiers to
conceal and move illicit funds (Mikhaylov and Frank, 2018; Copeland and others,
2019; Whyte, 2019); a third group of observers view virtual assets as a passing fad
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or bubble [3]. There is, however, a consensus that the scale of the risks and the
relatively small size of the market for crypto-assets would not justify a policy of
cracking down on digital currencies (Financial Stability Board, 2018; Stokes,
2012); instead, vigilant monitoring and assessment of the emerging risks by global
regulators, such as FATF, is necessary to prevent criminals from taking advantage
of the anonymity attached to private/public keys of crypto-assets (Spithoven,
2019; Edwards and others, 2019).

2. Approaches to Regulating Virtual Assets

Some jurisdictions, including global financial centers, already regulate
activities in crypto-assets (Wong, 2019; Spafford, Stanaway and Chung, 2019). In
the US, cryptocurrency exchangers and administrators are already considered as
money transmitters for AML/CFT purposes; they are required to register with the
Financial Crimes Enforcement Network (FinCEN), as well as to implement
customer identification programs and file reports required under the Bank Secrecy
Act [4] (Nolan and others, 2018; Hughes, 2017), and in particular suspicious
transaction reports (SAR) (FinCEN, 2013). FinCEN has recently updated and
consolidated its rules, guidance and rulings on virtual currencies (FinCEN 2019a;
FinCEN 2019b), while a joint statement by FinCEN, the U.S. Securities and
Exchange Commission and the U.S. Commodity Futures Trading Commission
provided further guidance on the definition of digital assets (FinCEN, SEC and
CFTC, 2019).

With the number of SAR filings involving virtual currency on the rise (over
11,000 SARs filed by VASPs in 2019 following the issuance of the FinCEN
guidance), the challenge will be to quickly ‘identify emerging threats and typologies
[...] for financial institutions to better understand and effectively report on these
threats’ (Blanco, 2018). Nevertheless, depending on the particular type of financial
institutions involved, there may be slight differentiations in reporting
requirements in the US [5]. It has been correctly pointed out that ‘the absence of
bright line tests makes ascertaining the regulatory status of particular customer
types and activities labour-intensive’ (Holman and Stettner, 2018). Furthermore,
procedures developed by VASPs in relation to key aspects of AML compliance, in
particular Know Your Customer (KYC) regulations, may vary widely, ‘with some
being very weak’ (Massad, 2019; Office of the New York Attorney General, 2018).

At the EU level, the European Securities and Markets Authority (ESMA) and
the European Banking Authority (EBA) have both recommended that VASPs and
providers of financial services for ICOs fall within the scope of AML/CFT
obligations (ESMA, 2019; EBA, 2019; European Commission, 2018). The Fifth
Money Laundering Directive already requires crypto-asset exchanges and
custodian wallet providers to exercise due diligence and apply KYC requirements,
thus increasing the traceability of crypto-asset transactions in the EU (Miseviciute,
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2018)[6]. As far as the registration and licensing of VASPs is concerned, regulators
in all EU member states require authorization for the establishment of a virtual
currency exchange, but the strictness of national regulations may vary (Demertzis
and Wolf, 2018). Some countries, such as the UK (former member since 31
January 2020) envisage regulatory approaches that go ‘significantly beyond the
requirements set out in the EU Fifth Anti-Money Laundering Directive’, while
other countries may be less on the alert (Cryptoassets Taskforce, 2018; Maxson
and others, 2019).

The lack of a uniform, or at least harmonized, regulatory and supervisory
approach at EU and international levels to virtual assets increases the risk of
money laundering and terrorism financing (Albrecht and others, 2019;
Teichmann, 2018). We argue that a global approach needs to be forged to
effectively mitigate money laundering risks; ‘since crypto-assets know no borders,
the framework to regulate them must be global as well’, as International Monetary
Fund (IMF) Managing Director C. Lagarde has correctly pointed out (Lagarde,
2019). We further argue that FATF must become the forum of choice for the
development of such a global framework in the AML/CFT area, given its expertise
in the field and the importance of FATF’s initiatives in progress (Pavlidis, 2020).

3. The FATF Forges a New International Approach

In October 2018, the FATF revised Recommendation No 15, amending its scope
to cover activities involving virtual assets and calling its members to ‘ensure that
virtual asset service providers are regulated for AML/CFT purposes, and licensed
or registered and subject to effective systems for monitoring and ensuring
compliance with [...] the FATF Recommendations’. This development was followed
in June 2019 by the adoption of a new Interpretive Note to Recommendation No
15 (hereinafter: ‘Interpretative Note’), taking into consideration constructive
consultations with the private sector.

The implementation of these new standards in the context of virtual assets will
be monitored by FATF, as they will become part of the framework of the mutual
evaluations process, which has so far successfully encouraged the compliance of
FATF member states. Despite their nature as ‘soft law’, FATF standards have been
transposed and implemented consistently by FATF member states. In addition to
being a ‘transnational public policy network’ (Reinicke, 1998), FATF has gained a
reputation as a ‘coercive institution’ (Nance, 2018) through its blacklisting process
(Non-Cooperative Countries and Territories — NCCT) and the mutual evaluation
rounds, a very successful peer-based diagnostic monitoring process. We argue that
FATF’s experience and success in developing AML/CFT standards and ensuring
compliance renders it an ideal forum for the development and implementation of
new standards on virtual assets. Furthermore, given FATF’s past record with
ensuring compliance, future national initiatives and EU initiatives are expected to
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be streamlined with the FATF standards on virtual assets, as part of the FATF
dynamic monitoring process (Pavlidis, 2020).

3.1. The Legal Nature of Virtual Assets under the FATF Standards

The question of whether cryptocurrencies should be recognized as the subject
of property rights, as well as assessing the legal status of virtual assets in general,
is of great importance, since doing so determines whether and how financial
services and AML/CFT rules are likely to apply (Low and Teo, 2017; Zilioli, 2020).
Under the new FATF standards, virtual assets are considered to be ‘property’,
‘proceeds’, ‘funds’, ‘funds or other assets’ or a ‘corresponding value’ for the
purposes of implementing AML/CTF measures. This removes long-standing
uncertainty as to the legal nature of virtual assets and the coverage of VASPs by
AML/CTF rules. It therefore constitutes a major paradigm shift, since the new
definition will soon become transposed to the national regulations of FATF
members, thus evolving into an international standard.

3.2. A Risk-based Approach to Virtual Assets under the FATF Standards

Since virtual assets and VASPs are now unequivocally covered by FATF
standards, FATF Recommendation No 1 applies and FATF member countries have
to ‘identify, assess, and understand the money laundering and terrorist financing
risks’ that are associated with virtual asset activities. Therefore, a risk-based
approach (RBA) will have to be applied to commensurate AML/CFT measures
adopted with the risks identified. For example, under this approach, FATF
members should apply enhanced due diligence to higher-risk convertible and
decentralised virtual currencies (FATF, 2015). Under the new regime, VASPs will
also have to apply an RBA, leading to effective action to mitigate those risks.
Indicators of higher money laundering risk for VASPs are, among other factors:
the absence of face-to-face business relationships, the possibility of pseudonymous
transactions that inhibit the identification of the beneficiary, the exposure to
Internet Protocol (IP) anonymizers, links to jurisdictions with weak AML/CFT
controls, etc. (FATF, 2019).

3.3. Registration of VASPs under the FATF Standards

A challenge under the new FATF standards will be the licensing or registration
of VASPs, defined as ‘any natural or legal person who is not covered elsewhere
under the Recommendations, and as a business conducts one or more of the
following activities or operations for or on behalf of another natural or legal
person: i. exchange between virtual assets and fiat currencies; ii. exchange between
one or more forms of virtual assets; iii. transfer of virtual assets; iv. safekeeping
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and/or administration of virtual assets or instruments enabling control over
virtual assets; and v. participation in and provision of financial services related to
an issuer’s offer and/or sale of a virtual asset’ (FATF, 2018a).

Under the new Interpretative Note, registration of VASPs will have to take
place ‘at a minimum’ in the jurisdiction where these entities are created.
Consequently, VASPs may also have to be licensed or registered in the jurisdictions
from which they offer products to customers or conduct operations. Thus, these
jurisdictions will be able to take charge and assume a proactive role in the
supervision of VASPs; nevertheless, under this model of dual or multiple
supervision, effective cooperation between national supervisory bodies would be
strongly required (see section 3.6).

Jurisdictions have flexibility to determine the AML/CFT category of regulated
activities under which VASPs should be regulated (financial institutions,
designated non-financial business or profession or another distinctive category,
etc.)(FATF, 2019). In this context, the Interpretative Note correctly points out that
already licensed or registered financial institutions, as defined by the FATF
Recommendations, will not need a separate registration to perform VASP
activities.

To comply with FATF standards, national authorities will have to identify
instances of VASP activities being carried out without the necessary license or
registration, in order to apply sanctions. To identify possible solicitations by
unregistered entities, FATF encourages its member states to use web-scraping
tools, mechanisms for public feedback, information from Financial Intelligence
Units (FIUs) and reporting institutions, law enforcement and intelligence reports
(FATF, 2019). Under the Interpretative Note, national authorities will also have to
ensure that criminals or their associates will be prevented from ‘holding, or being
the beneficial owner of, a significant or controlling interest, or holding a
management function in, a VASP’. For this reason, substantive changes in VASP
ownership, operation and structure should be made conditional on the authorities’
prior approval (FATF, 2019).

3.4. Regulation and Supervision of VASPs under the FATF Standards

The supervision or monitoring of VASPs for AML/CFT purposes should be
adequate and effective, in order to mitigate money laundering risks associated with
virtual assets. Under the FATF standards, a competent national authority, not a
self-regulatory body, should supervise or monitor VASPs on a risk-based basis.
This authority should have adequate powers to ensure compliance, ‘including the
authority to conduct inspections, compel the production of information, and
impose [...] a range of disciplinary and financial sanctions, including the power to
withdraw, restrict or suspend the VASP’s license or registration, where applicable’
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[7]. In line with Recommendation 35, FATF members should introduce an arsenal
of criminal, civil or administrative sanctions for failing to comply with AML/CFT
requirements. According to the Interpretative Note to FATF Recommendation 15,
such sanctions should not only be ‘effective, proportionate and dissuasive’, but
they should be applicable to both VASPs and their senior management.

3.5. Preventive Measures under the FATF Standards

Currently, some platforms of crypto-assets incorporate KYC functionalities,
while ‘others seemingly fail on having the necessary resources and processes in
place to address those risks’ (ESMA, 2019). Under the new standards, FATF
Recommendations No 10 to No 21 would apply to VASPs under certain conditions.
Firstly, the threshold above which VASPs must conduct customer due diligence for
occasional transactions is fixed at USD/EUR 1,000, in accordance with
Recommendation No 10. Secondly, accurate originator information and
beneficiary information must be obtained and held by originating VASPs for
virtual asset transfers. The information in question must be made available
immediately and securely to beneficiary VASPs and, on request, to appropriate
authorities. Under the new Interpretative Note to FATF Recommendation 15, the
possibility of freezing action and the prohibition of transactions with designated
persons and entities apply to virtual assets activities ‘on the same basis as set out
in Recommendation 16’.

3.6. International Cooperation Relating to Virtual Assets

Under the new standards, FATF member countries should provide the widest
possible range of international cooperation for the purposes of money laundering
offences, predicate offences, and terrorist financing offences, when virtual assets
are involved. Information sharing between financial intelligence units and
competent law enforcement authorities can help financial and criminal
investigations and prevent jurisdiction-shopping by money launderers and
terrorism financiers (Irwin and Turner, 2018). It is positive that the requirement
of constructive and effective cooperation under FATF Recommendations No 37 to
No 40 has been extended to virtual asset operations. It is also positive that, under
the Interpretative Note, the exchange of information between supervisors of
VASPs should be prompt and effective, ‘regardless of the supervisors’ nature or
status and differences in the nomenclature or status of VASPs’. Monitoring and
ensuring the implementation of these standards in the framework of FATF’s
successful mutual evaluation process will create a level regulatory playing field on
the global stage.
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4. Concluding Remarks

The scope of monitoring or supervision of virtual assets according to the FATF
standards is limited to AML/CFT purposes and does not extend to safeguarding
financial stability in general or consumer/investor protection in particular. The
work of FATF is not all-encompassing and regulating virtual asset activities is a
complex task involving numerous stakeholders. The new international AML/CFT
regulatory environment should not impede companies from innovating, serving an
increasing range of financial services and improving financial inclusion.
Nevertheless, refraining from regulating virtual asset activities, especially in the
AML/CFT area, is not an option. Most jurisdictions have not yet introduced
specific reporting requirements for crypto-asset activities, a lack that prevents
competent authorities from monitoring these activities and the AML/CFT risks
arising thereof (EBA, 2019).

Such lack of a global approach increases the risk of jurisdiction-shopping by
money launderers and terrorism financiers, who favour jurisdictions with weak
regulation of crypto-asset activities. There is also the risk that money launderers
resort to ‘crypto to crypto’ services, allowing for the exchange of traceable crypto-
assets (Bitcoin, Ethereum) to crypto-assets that ensure anonymity in jurisdictions
with weak AML/CFT controls (TRACFIN, 2019; FATF, 2019). Finally, there is the
risk that money launderers resort to ‘tumblers’ and ‘mixing services’ offered on the
Dark Web, which anonymize virtual assets further by combining them with non-
tainted assets across multiple jurisdictions (van Wegberg and others, 2018). For
all these reasons we argue that it is necessary and opportune to forge a uniform
global approach to mitigate money laundering risks associated with crypto-assets
in the framework of the FATF and building on FATF’s initiatives in progress.
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Notes

. According to the EU definition, the term ‘virtual currency’ refers to a ‘digital
representation of value that is not issued or guaranteed by a central bank or a
public authority, is not necessarily attached to a legally established currency
and does not possess a legal status of currency or money, but is accepted by
natural or legal persons as a means of exchange and which can be transferred,
stored and traded electronically’; see Directive 2018/843 of the European
Parliament and Council of 30 May 2018 amending the Anti-Money Laundering
Directive 2015/849, OJ L 156/43 of 19.6.2018.

. Nevertheless, according to an EY study, 86% of the ICO start-ups of 2017 were
below their listing price one year later, while 30% had lost all their value in that
period. See EY, “Initial Coin Offerings (ICOs) The Class of 2017 — One Year
Later”, EY Study, 19 October 2018.

. According to former US Federal Reserve Chairman A. Greenspan, ‘you have to
really stretch your imagination to infer what the intrinsic value of Bitcoin is. I
haven’t been able to do it. Maybe somebody else can’; Bloomberg, “Greenspan
Says Bitcoin a Bubble Without Intrinsic Currency Value”, Bloomberg Interview,
5 December 2013; according to 2013 Nobel Laureate economist, R. Shiller,
investing in cryptocurrencies ‘it’s a story that I think goes way beyond the merit
of the idea [...] It is more psychological than something that could be explained
by the computer science department’; CNBC, “Bitcoin is a bubble and a perfect
example of faddish human behavior, says Robert Shiller”, 13 April 2018.

. Bank Secrecy Act of 1970, as amended by the USA PATRIOT Act, 31 U.S.C. §§
5311 et seq; in 2019, FinCEN assessed for the first time a civil money penalty
against an individual for failure to register as a money service business; FinCEN
Penalizes Peer-to-Peer Virtual Currency Exchanger for Violations of Anti-
Money Laundering Laws, Press Release, April 18, 2019.

. Different registration requirements are imposed to money services businesses
(FinCEN), issuers, brokers and dealers of securities (Securities and Exchange
Commission-SEC), brokers and dealers of commodities (Commodity Futures
Trading Commission-CFTC); See 31 C.F.R. § 1010.100(ff); 15 U.S.C. §§ 78c(a);
7 U.S.C. § 1A(31).

. See Article 1(1)(c) Directive 2018/843 of the European Parliament and Council
of 30 May 2018 amending the Anti-Money Laundering Directive 2015/849, OJ
L 156/43 of 19.6.2018; nevertheless, virtual-to-virtual asset exchanges do not
fall within the scope of the new directive, which only covers virtual-to-fiat
currency exchanges.

. Interpretative Note to FATF Recommendation 15, paragraph 5.
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